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Do ZONRE—=IEEMEREOBRICHERBR L 25,

AEHX MeOH 124 1 mg/mL T L, L EBIZISUCHIR LA, ~ YU 2 AL LT 25-DHB
3L ODCTB %/l L7-, 2,5-DHB (% TA30 (CHsCN:0.1%TFA aq. = 30:70) (2% 20 mg/mL T
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IEEE 802.11 MAC 7 L — AT

fidE
TP IERE « TAERH AN B 1 ol 15 H il %

XL ®IZ

Wi-Fi #fff o2 & & % 12 Wireless Local Area Network (WLAN) Zi&E 4+ 284138 <
BY WLAN I X ERNA 7T Lo TW5 Ethernet Z{EH L7 LAN & kil L T, WLAN
TIHAIEEREED —F T, I TAVORERLEL RLZBEMIZHY . HEIT K> TIX Wi-Fi
RN TERWRAEZEIY H 5, Wi-Fi [ZERT S N7 7LVORERRZERT L7720
IEEE 802.11 MM IZRIT 2N AR AIR Th 5, F72. Wi-Fi 8D RiIE E%:éftﬁu .
FT—=HY I EO—HTHD MACRIBIZBWTHAYTHND 7L —4 (MAC 7 L—L4) %
FRNT T 2 EM B MLE L 725,

ZZ T Wi-Fi hIF 70y a—FT 4 7O~ vmbxBRE LT, IEEE Std 802.11-
202001 CHE SN TV D MAC 7 L — A8 LT State Machine (ICRH9 2 %% L Wi-Fi #8507

(Z BB 2 Bl & F7- 9 Management 7 L — A & 4-Way Handshake 7 L — & D i #T & i L 7=,

K%Ti\%@W@%ﬁ%féo

1. IEEE 802.11 MAC 7 L — A&

Wi-Fi #15 T 5 MAC 7 L — LD 7 4+ —~ v hE, IEEE Std 802.11-2020M 9.2 #i TH &
SN TWab (X 1), 7=, Frame Control 7 ¢ — /L FIZBI L CTiX, Type %7 7 ¢ — /L KX Subtype
BT T7 4=V RREEZHRERLTLHIENEDLNATVDS (K2) .

MAC 7 L — A%, Type ¥ 7 7 4 — /L ROEIZ L - T, Management - Control - Data - Extension
DA4O>DHA TSNS, Management 7 L — A XEE#R 7 Z 4 7 > b (STA: Client Station)
LT 7R ARA b (AP) OHERLUIKI 2 &0 HRYTHEM S, Control 7 L—A1E7 L — A
OEEEZHIEMT 220N THEASN S, Data 7 L — A FEIC ENEBOT — X 2 &8 7 L —
LT 5, Extension 7 L — A% IEEE 802.11ad (Wi-Fi WiGig) <> IEEE 802.11ah (Wi-Fi HaLow)
TEHIND, MACTZL—LDX A7 - %7 %4751, IEEE Std 802.11-2020! Table 9-1

W RENTWD,
Octets: 2 2 6 Qor6 Oor6 Oor2 Oor6 Oor2 Oor4 variable 4
Frame |Duration| Address | Address | Address | Sequence | Address | QoS HT Frame FCS
Control /ID 1 2 3 Control 4 Control | Control | Body
) MAC header ]
IL.MACZ7 L —2D7 44—~ K
Protocol To | From More Power More | Protected
Version Type | Subtype DS | DS |Fragments Retry Management | Data Frame HHIC
Bits: 2 2 4 1 1 1 1 1 1 1 1

2. Frame Control 7 4t —/V RO 7 3 —~ v b



2. IEEE 802.11 State Machine

IEEE Std 802.11-20201 11.3 #i TiX. Wi-Fi ##s D #RiE DO BMRICE S Wz 4 DOREEZ HLE
LTEY., Zh5oikiEIX IEEE 802.11 State Machine & I'EiENn % (K 3) . 51T, §XTO
MAC 7L — L% 3 2D FRIZHFLTEY, FRBICZBWTHEHTELZ 7 L—L00D7 7 X
EEDHTWND,

STA L AP I, ZNENDOIRRETHH T 5 Management 7 L — A 2D D LN 5T —
Z Y BN LTV, D%, 4-Way Handshake (2 & - T Wi-Fi @18 D5 51k 72 &2
THEAELGA L, WIi-Fi #2558 T &% %, IEEE 802.11 State Machine M IRFEER D ERIZL Y B
D ENbd MAC 7 L — A%, WPA2-Personal DFRFE7T k226 L LT 412577,

State 1

Unauthenticated, Unassociated

Allowed frames: Class 1

Successful IEEE 802.11 Authentication

State 2

Deauthentication Authenticated, Unassociated

Allowed frames: Class 1 & 2

Successful Association

State 3

Authenticated, Associated
Deauthentication Disassociation
Allowed frames: Class 1,2 & 3 >

(IEEE 802.1X Controlled Port Blocked)

4-Way Handshake Successful

State 4

Authenticated, Associated
Deauthentication Disassociation
Allowed frames: Class 1,2 & 3

(IEEE 802.1X Controlled Port Unblocked)

3. IEEE 802.11 State Machine

el
e

STA A

1. Probe Request (Broadcast)

2. Probe Response

State 1
3. Authentication

4. Authentication — Establish 802.11 data link

4 1~6
5. Association Request

State 2 L
6. Association Response

7. EAPOL-Key (Message 1)

8. EAPOL-Kcy (Message 2)
State 3 - 3
9. EAPOL-Key (Message 3) [~ 4-Way Handshake

7~10

10. EAPOL-Key (Message 4)

- —

Encrypted data channel

JU

State 4

4. WPA2-Personal DEFET ot A LIREDER



3. Management 7 L — Afi#HT

STA 28 AP |2 Wi-Fi #i T A BEICIE, #Ri 7 n v A0 7 = — XL LTT—% U v 7 Wik
MEND, TITE, Zv—AXF ¥ I F v 2 £ L THIT 2 T2, 7 — 4V 7 HESLOERIC
LY EY S D Management 7 L — A EFENT D,

2B, RHTICHER L7727 L— A0k, WIi-Fi6E @ WLAN (#:#: 6GHz, SSID: ishigaki-wlan_cnsa,
Y% = U7 ¢: WPA3-Enterprise 192-bit mode) (Z STA Bkt LMD LD THY . STA L LT
Apple iPad Pro 11 f > (% 4 %) %, AP & L C Aruba AP-615 #fifH L T\ %, £7=. 7
L — LD F ¥ 7 F ¥ 2% MacBook Pro (14 -« > F, M3 Pro, Nov 2023) D A =7 7 #fE % {f
L. 7 b —LADOFRRITIE Wireshark 4.2.6 Z i L T\ 3,

3.1. Probe Request/Response

Probe Request 7 L' — A%, AP OIERZIET H72DIZ STANLSL 72— K¥ ¥ A2 F TE[F X
Nb, ®52/RT 7 L— A TIX, Destinationaddress & L C7 2 — K&y XA 7 KL 2R FE S
NTEH ., SSID =L A | T SSID: ishigaki-wlan_cnsa B E SN TW5, ZDOT7 L —A%E%x
EL. s ES N7 SSID %7 K— 925 AP X Probe Response 7 L — A& K S 2T iEe b 7
W, £72, X5 TliX 4,854 hd FCS (Frame Check Sequence) 7 4 —/L R LR T& %5, FCS 7
4=V ROEIZ, ~y X —DFTRTOT 4=V RETL—LRT A RENPLHAEINL, 71—
LADFEEWERIET H-OIHEHENSE, 7L —20RSWENELRDLDRL TS, SEMI

FOTV—LEWETDH, RE, SENZI=F Y A NT FLAD 7 L—ADREEENERDR

Frame 497: 190 bytes on wire (1520 bits), 190 bytes captured (1520 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Probe Request, Flags: ........ C
Type/Subtype: Probe Request (0x0004)
Frame Control Field: 0x4000
Version: @
Type: Management frame (0)
Subtype: 4

[
S
I nn

Flags: 0x00
.000 0000 0000 0000 = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: 66:26:28:3b:81:93 (66:26:28:3b:81:93)
Source address: 66:26:28:3b:81:93 (66:26:28:3b:81:93)

BSS Id: HewlettPacka_ (48:b4:c3: )
............ 0000 = Fragment number: 0
0111 0111 0010 .... = Sequence number: 1906

Frame check sequence: 0x1735aa7d [correct]

[FCS Status: Good]

[WLAN Flags: .ueuvvens Cl

IEEE 802.11 Wireless Management

Tagged parameters (126 bytes)
Tag: SSID parameter set: "ishigaki-wlan_cnsa"
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Extended Capabilities (11 octets)
Tag: Interworking
Ext Tag: HE Capabilities
Ext Tag: HE 6 GHz Band Capabilities
Tag: Vendor Specific: Apple, Inc.
Tag: Vendor Specific: Microsoft Corp.: Unknown 8
Tag: Vendor Specific: Broadcom

5. Probe Request 7 L — A




TWESGEIE, ZEMR 7L —LAZmEEL, BEM~ Ak 7L —LZ2XELRWVWEZD, 7L —
LADFENFEET D,

Probe Response 7 L — A%, Probe Request 7 L' — A IZH T 28 & LT AP 75 STA 213
SH, #i G AOHEHE R EoFRE ST, B, 6GHz D WLAN TiZ AP /b7 1w — K
FYAPMTEREINDIEEGLH D, 6 @ Auth Key Management (AKM) List 7 4 — /L K CliZ
AKM FH & LT SHA384-SuiteB DA ZHEHATE 5 Z &R TH Y . Management Frame
Protection Required ¥~ 7  —/L K & Management Frame Protection Capable ¥ ~7 7  —/L K Cl%
Protected Management Frames (PMF) BN ME TH D Z E B REINTWVWDH =D, WPA3

SpecificationTHLE X LTV % WPA3-Enterprise 192-bit mode DL~ D A NHER TE 5,

Frame 498: 299 bytes on wire (2392 bits), 299 bytes captured (2392 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Probe Response, Flags: ........C
IEEE 802.11 Wireless Management
Fixed parameters (12 bytes)
Timestamp: 143970976
Beacon Interval: 0.102400 [Seconds]
Capabilities Information: ©0x0111
Tagged parameters (223 bytes)
Tag: SSID parameter set: "ishigaki-wlan_cnsa"
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 5
Tag: Country Information: Country Code JP, Environment A1l
Tag: Power Constraint: @
Tag: TPC Report Transmit Power: 15, Link Margin: @
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
Group Cipher Suite: @0:0f:ac (Ieee 802.11) GCMP (256)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List 0@:0f:ac (Ieee 802.11) GCMP (256)
Auth Key Management (AKM) Suite Count: 1
Auth Key Management (AKM) List @0:0f:ac (Ieee 802.11) WPA (SHA384-SuiteB)
Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) WPA (SHA384-SuiteB)
Auth Key Management (AKM) OUI: @0:9f:ac (Ieee 802.11)
Auth Key Management (AKM) type: WPA (SHA384-SuiteB) (12)
RSN Capabilities: 0x@0e8
wiss sasns ssas 22:0 = RSN Pre-Auth capabilities: Transmitter does not support pre-authe..
wiss sans ssas «20. = RSN No Pairwise capabilities: Transmitter can support WEP default..
wise sass wsas 10.. = RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKS..
e ..10 .... = RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKS..
wise sass oluis ... = Management Frame Protection Required: True

wiss sass lias wue. = Management Frame Protection Capable: True
evve 20e® ouius ... = Joint Multi-band RSNA: False
asBs sias eans = PeerKey Enabled: False

0. ...y wiww ... = Extended Key ID for Individually Addressed Frames: Not supported
0.0 viiw wies wa.. = 0CVC: False
PMKID Count: @
PMKID List
Group Management Cipher Suite: @0:@f:ac (Ieee 802.11) BIP (GMAC-256)
Tag: Supported Operating Classes
Tag: Extended Capabilities (11 octets)
Tag: Tx Power Envelope
Tag: Tx Power Envelope
Tag: Tx Power Envelope
Ext Tag: HE Capabilities
Ext Tag: HE Operation
Ext Tag: MU EDCA Parameter Set
Ext Tag: HE 6 GHz Band Capabilities
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

6. Probe Response 7 L — A




3.2. Authentication

Authentication 7 L — A%, STA & AP @ IEEE 802.11 FFEZ 1T H 7= O ERE &N D, AKM F
X2 SHA384-SuiteB (Suite type: 12) DA, IEEE 802.11 F8FAED 7 /L= U X A% Open System
authentication & 72 % Z & 23 IEEE Std 802.11-2020[Y Table 9-151 {Z/R LTV 5, Open System
authentication Tlix. STALH AP ~D 7L —A (7)) BV A RERD, AP 225 STA ~
D7 L—5 (K 8) BFBAKRE -T2 VAR R LD, ERR7RFFEIXAT AT, Status code
74—/ ROMED Successful & 72572 L AR 2% STA 355 T&E L, STA & AP O #EEFilE
ORAFRIZK 3 D State 2 L 725,

72 %5 . WPAS3-Personal TIi% Simultaneous Authentication of Equals (SAE) 7233 A X iU,
Authentication 7 L — A ® <V B Y T Pairwise Master Key (PMK) Z 34 T %5, SAE Tik., A

VWM Z SAE Commit A w2 — Y % %{5 L., Scalar 3 X O" Finite Field Element % 234 L 7= 1%, tH
=2 Ly PRPMK R EEZFHAT D, TO®R, AVWICHAEL—27 Ly M RERPDL ANy V2l
ZEHHE L. SAE Confirm A vkt —U Ty v aflia ML THRIET 2 Z &Ik BWICRGE
AT 9,

Frame 500: 105 bytes on wire (840 bits), 105 bytes captured (840 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Authentication, Flags: ........ C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 0x0001
Status code: Successful (0x0000)
Tagged parameters (35 bytes)
Tag: Extended Capabilities (8 octets)
Tag: Vendor Specific: Apple, Inc.
Tag: Vendor Specific: Broadcom

7. Authentication 7 L — A (STA 725 AP ~)

Frame 502: 7@ bytes on wire (560 bits), 70 bytes captured (560 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Authentication, Flags: ........ C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)

Authentication Algorithm: Open System (@)

Authentication SEQ: 0x0002

Status code: Successful (0x0000)

8. Authentication 7 L — A (AP 25 STA ~)

3.3. Association Request/Response
Association Request 7 L' — A1 STA S AP IZXf L T 3357 — & L— Rk 9% SSID
RZFOMOHEER R Y ZBML T, T—X VU O EERTH-ODICEEFESIND (K9) .
Association Response 7 L — A, Association Request 7 L — Akt 2 &E & L TAP D
STA ~%fEE& %5 (M 10) ., Statuscode 7 1 —/L KDl A% Successful TdH AL, STA & AP D
MTT =2V 7 OMELNTET LIREE (K3 0 State 3) & 725,



Frame 504: 241 bytes on wire (1928 bits), 241 bytes captured (1928 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Association Request, Flags: ........ C
IEEE 802.11 Wireless Management
Fixed parameters (4 bytes)
Capabilities Information: ©0x0111
Listen Interval: 0x0014
Tagged parameters (173 bytes)
Tag: SSID parameter set: "ishigaki-wlan_cnsa"
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: -14, Max: 18
Tag: Supported Channels
Tag: RSN Information
Tag: Supported Operating Classes
Tag: Extended Capabilities (8 octets)
Ext Tag: HE Capabilities
Ext Tag: HE 6 GHz Band Capabilities
Tag: Vendor Specific: Apple, Inc.
Tag: Vendor Specific: Broadcom
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Information Element

9. Association Request 7 L — A

Frame 506: 189 bytes on wire (1512 bits), 189 bytes captured (1512 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Association Response, Flags: ........ C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Capabilities Information: ©x0011
Status code: Successful (0x0000)
..00 0000 0010 Q001 = Association ID: 0x0021
Tagged parameters (119 bytes)
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/secl]
Tag: Extended Capabilities (11 octets)
Ext Tag: HE Capabilities
Ext Tag: HE Operation
Ext Tag: MU EDCA Parameter Set
Ext Tag: HE 6 GHz Band Capabilities
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

10. Association Response 7 L — A

4. 4-Way Handshake 7 L — A4

WPA2 X WPA3 B F%h7 WLAN ThhiX, 7 —% UV 7 OMSLN5E T Lok, 4-Way
Handshake 23 F47 s 5, BAEFRIZ L - Tk, 7 —# U 7 [ L1 12 IEEE 802.1X/EAP 38
DB L 72 %, 4-Way Handshake T3, STA & AP ® R Data 7 L'— A & LT EAPOL-Key 7
L— ARV Y S5, EAPOL-Key 7 L — AL ®D 7 +—~ v ki IEEE Std 802.11-2020!! Figure
12-33 TR &L TV D, STA & AP 78 PMK Z 4 T & TWiulE, 4-Way Handshake 1L Eh L |
Pairwise Transient Key (PTK) - Group Temporal Key (GTK) - Integrity Group Temporal Key (IGTK)
Il EEAETED, B, PTK - GTK « IGTK |X Data 7 L — A & —# Management 7 L — A
ERETHEDIHHEND, 22T, 7 —AL% ¥ 7 F v 2 £l L T 21T - 7=, 4-Way
Handshake ® 4 S D * v & — &N+ 5,



4.1.hﬂessage 1

1EFHDA Yy E—=VIX AP D STAICERE S, E2RBRYIEELE (ANonce) DEIITH 5,
1BZBEHDOA Yy E—Y 7L —A%K 11 12777, WPA Key Nonce 7 4 —/b RDEMN 32 XA +D
ANonce #/R L T\ 5, KeyType 7 7 ¢ —/L ROfEILX, I @ 4-Way Handshake T PTK % {E
W52 EERLTEY, Keylength 7 4 — /L FOfEIX., PTK (28 £ 1% Temporal Key (TK)
DEENZAALAPTHDLILEZRLTND, B, TKid Data 7 L — A & —EE D Management
T —LDT7 b —ALRT 4 2 RETHDIEN SRS, 72, KeyAck 7 7 1 —/L Rk
v RENTWVWEED, 2O Ay E—T %% T EL -7~ STA 121X Replay Counter 7 4 — /L K& [F U
EIZ L7252 (Message 2) 23R LT3,
Frame 595: 179 bytes on wire (1432 bits), 179 bytes captured (1432 bits)
Radiotap Header v@, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication

Version: 802.1X-2001 (1)

Type: Key (3)

Length: 103

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 1]

Key Information: 0x0088
............ . 000

Key Descriptor Version: Unknown (@)
. Key Type: Pairwise Key
.......... 00 .... Key Index: @

Install: Not set

see owaa Key ACK: Set

....... 0 vive vuns Key MIC: Not set

Secure: Not set

Error: Not set

Request: Not set

Encrypted Key Data: Not set
SMK Message: Not set

=
o on

=
I nn

a0 i e e
Key Length: 32
Replay Counter: 1
WPA Key Nonce: aacf39f65elb6200946955555e793923138c8c1149b57d485de27f7679414Fb5
Key IV: 00000000000000000000000000000000
WPA Key RSC: 0000000000000000
WPA Key ID: 0000000000000000
WPA Key MIC: 000000000000000000000000000000000000000000000000
WPA Key Data Length: @

11. 4-Way Handshake Message 1

4.2. Message 2

2FHDOA v E—VILSTA NS AP TR S 4L, £ 72 B AYILELE (SNonce) & Message Integrity
Code (MIC) DB TH D, 2HFHDOA v —V 7 L —A%K 12 12777, WPA Key Nonce 7 1
— )V ROfEMN 32 /31 ~® SNonce Z =~ L T\ %, STA % ANonce #5215 L 721212 PTK % {ERk
L., MICZFHHELTAP ~%ET 5, 728, MICIEX, WPA Key MIC 7 4+ — /L RDfEZE 0 & L
77 L—LART 4k LT, PTKIZHE £415 Key Confirmation Key (KCK) %1~ CitHE S 1L
%, |EEE Std 802.11-2020 Table 12-10 TiX, AKM J 7% SHA384-SuiteB DA, KCK O & &
2192y b, MICH A RZ 2434 FTHHZ EWRRENTWS, K12 D WPA Key MIC 7
4 =)V FOEIZ 24 "4 N THDT2D @Y7 MICH A XA THEINTWND Z ENERTE S,
¥ 72, WPAKeyData 7 1 —/V FIZ& £4 % RSN Information — L X > s TlX, Group Cipher Suite



type ¥ & O Pairwise Cipher Suite type % GCMP-256 T#% % Z & &, Group Management Cipher
Suite type X BIP-GMAC-256 TH 25 = & LR T %,

AP % SNonce #7318 L 724, PTK Z/Ek L T MIC ®DfRFE%#4T 5, H L STA & AP TPMK %
EFTE TV HEAIE. ZOFESATMIC ORFFICKKT 5720, APIZ2EFEBD A vk
—VEMIET D,

Frame 597: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits)
Radiotap Header v@, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ....... TC
Logical-Link Control
802.1X Authentication
Version: 802.1X-2001 (1)
Type: Key (3)
Length: 131
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 2]
Key Information: ©0x0108
.. .000 = Key Descriptor Version: Unknown (@)
vose 1o.. = Key Type: Pairwise Key
.00 .... = Key Index: 0
vo +0.. ... = Install: Not set
veee 0000 ... = Key ACK: Not set
el vuee wew. = Key MIC: Set
+2@. .... ... = Secure: Not set
v 0.0 vuvv +uu. = Error: Not set
eee 0.0 ..u. .... = Request: Not set
ve:@ ... ovv ou.. = Encrypted Key Data: Not set
wa@. vuis wuws wu.. = SMK Message: Not set
Key Length: 32
Replay Counter: 1
WPA Key Nonce: 5227407dc1b728ff79dec56998c4c51bab9dbccfb3ae6440c48c4a936edceedb
Key IV: 00000000000000000000000000000000
WPA Key RSC: 0000000000000000
WPA Key ID: 0000000000000000
WPA Key MIC: 4b63244dd9aed7bdbe8a2e2c@856b5dbc98ccad26559bc70@
WPA Key Data Length: 28
WPA Key Data: 301a0100000fac090100000fac090100000Tac@ccc@@0000000facOc
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
Group Cipher Suite: 00:0f:ac (Ieee 802.11) GCMP (256)
Group Cipher Suite OUI: 00:0f:ac (Ieee 802.11)
Group Cipher Suite type: GCMP (256) (9)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) GCMP (256)
Pairwise Cipher Suite: 00:0f:ac (Ieee 802.11) GCMP (256)
Pairwise Cipher Suite OUI: @0:0f:ac (Ieee 802.11)
Pairwise Cipher Suite type: GCMP (256) (9)
Auth Key Management (AKM) Suite Count: 1
Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) WPA (SHA384-SuiteB)
Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) WPA (SHA384-SuiteB)
Auth Key Management (AKM) OUI: 0@:0f:ac (Ieee 802.11)
Auth Key Management (AKM) type: WPA (SHA384-SuiteB) (12)
RSN Capabilities: 0x00cc
PMKID Count: @
PMKID List
Group Management Cipher Suite: 00:0f:ac (Ieee 802.11) BIP (GMAC-256)
Group Management Cipher Suite OUI: @0:0f:ac (Ieee 802.11)
Group Management Cipher Suite type: BIP (GMAC-256) (12)

12. 4-Way Handshake Message 2




4.3. Message 3

SHEHDOA vy E—VIL AP D STAICEE &L, EREHWIE GTK X° IGTK Ot & MIC @
BHTHD, S‘EBHOA Yy E—TY 71— A%K 1312777, Encrypted Key Data 77 4 — /L
Nty FPENTEY., WPA Key Data 7 1 —/L ROfiEIL PTK IZ2& £ 5 Key Encryption Key
(KEK) I Lo TR EfL SN TWAZ &R LTS, GTK X IGTK IX. WPA Key Data 7 «
— L RICKMEND, £72, Instal 7 7 4 — L KRy hERTEY, STAIZHLT, 20D
Ayt —VEZELEBICPIKZA VA= AFT5L9@MLTVNDLZEERLTWVND,

72 %, Replay Counter 7 4 — /L ROEN T CTITHEH T4 2>, ANonce DfEA 1 FH D A
v =V LRSI FIE MIC ORFEICKRR LIS G, STAIZ3EFERDOA v — T 2k
T 5,

Frame 599: 307 bytes on wire (2456 bits), 307 bytes captured (2456 bits)
Radiotap Header v@, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Version: 802.1X-2001 (1)
Type: Key (3)
Length: 231
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 3]
Key Information: ©x13c8
............ . 000 Key Descriptor Version: Unknown (@)
Key Type: Pairwise Key
Key Index: @
Install: Set
Key ACK: Set
Key MIC: Set
Secure: Set
Error: Not set
Request: Not set
Encrypted Key Data: Set
SMK Message: Not set

.

.
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=
nmn
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=
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Key Length: 32

Replay Counter: 2

WPA Key Nonce: aacf39f65e1b6200946955555e793923138c8c1149b57d485de27..
Key IV: 00000000000000000000000000000000

WPA Key RSC: 0000000000000000

WPA Key ID: 0000000000000000

WPA Key MIC: 748c78ffcee246ele92373ebl7abbc895724alce68918e39

WPA Key Data Length: 128

WPA Key Data [truncated]: 6fblblaabl1594db2549e04a732686688fe6d669cdl..

13. 4-Way Handshake Message 3

4.4, Message 4

AFHDOAYyE—VIE, 3FEHORA v E—VIZxTHE L LT STA2D AP IZEE S 1L,
STANRPTKRLGTK 2 2 A v A= NVEATHDLZ L rTilMERD, 4FHDA v E—
VI —LEM IR T, TOA Y=V EZEFELIE, APIXIPTK A4 X F—/L L, STA
EAP OB TRVEY &5 Data 7 L —ALIX PTK BEXONGTK TR#ESNTZHD LD | Wi-
Fi BEfe2dse T L7 fkRE (X1 3 @ Stated) L7205, 728, PMF ARG A 1T, STA & AP O
TRV ED &b —#d Management 7 L — A X PTK B X OV IGTK THREI N D,



Frame 601: 179 bytes on wire (1432 bits), 179 bytes captured (1432 bits)
Radiotap Header v@, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: .uuasus TC
Logical-Link Control
802.1X Authentication
Version: 802.1X-2001 (1)
Type: Key (3)
Length: 103
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 4]
Key Information: @x0308
............ .000 = Key Descriptor Version: Unknown (@)
‘s Key Type: Pairwise Key
.......... 00 .... Key Index: @
Install: Not set
PP Key ACK: Not set
....... e Key MIC: Set
Secure: Set
Error: Not set
e e e Request: Not set
P Encrypted Key Data: Not set
we@. vavt wuve ... = SMK Message: Not set
Key Length: 32
Replay Counter: 2
WPA Key Nonce: 00000000000000000000000000000000000000000000000000000...
Key IV: 00000000000000000000000000000000
WPA Key RSC: 0000000000000000
WPA Key ID: 0000000000000000
WPA Key MIC: 9dl5e4aclf@b23602cafth0ad9e8828097836bcl1621a4894a
WPA Key Data Length: 0

14. 4-Way Handshake Message 4

-
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BHobiZ

IEEE 802.11 MAC 7 L — A X O® State Machine ({2 DWW T%E L, Wi-Fi #ft 7 0 & 2 o H il
Z PR C & 7=, F£7-. IEEE Std 802.11-202011% M L7223 5 MAC 7 L — A & fif#T L. Wi-Fi b
TINY a—T 4V TICHATHIHM LNV ER ESEDLENRTERZEEZD, Thhbb
Wi-Fi 7 L — AT AT O BB IT S5 D 720,

BN

[1] IEEE 802.11 Working Group (2020), IEEE Standard for Information Technology --
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RS S 22 2020 FEICFREBIFOT/NEREY a0 7 UL LIEEREZRAEO Y H, b

Tt mg 43 O EHRE BRI Je i O B BE i (U-FTIR, STXM, AFM-IR %) T3t

L, ZORREPOHEEEIND ) 207 7ORFEIZOVWTIHEWZE W, Vay s vk

K ER TR E RO TRFMRERFSOZ ENHHAL THE Y, EMBERIC L > THEk LT

IR TERWVIEEEWERMENBERFL WL &b, MERATHRENERINTZZ EN
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Objective o —
P - oise evels
Optimization of Machining Electrode
Parameters for Enhanced diameter | 23 ™M
Stability and Efficiency A
System
Input Levels Rel FTOP]O,Tﬁ(glatl Output Levels
) elationship Between
Spark Sound M | 40, 50, 60 V Capacity and MRR Y ~mm3
Discharge Energy
&
. t y=pM xS/N
o Control Factors | Levels B 2
% Sheet Thickness T 1,3 mm g‘c P
k3] Resistance R 10, 150 Q S
= Material M SUS, AL a4 Sens.
= Polarity N Cathode, Anode e .
Pulse P 5, 15 psec
Discharge Energy M Velocity V 100, 300 psec Spark Sound M
Pause Time D 100, 500psec
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Table 1 ZEBF (LB EKRFK)

Ex[;:{un Thickness I Resistance R Material M Polarity N Pulse P Velocity ¥ Pause D
1 1 10 SuUS Cathode 5 100 100
2 1 10 SuUs Anode 15 300 500
3 1 150 AL Cathode 5 300 500
-+ 1 150 AL Anode 15 100 100
5 3 10 AL Cathode 15 100 500
6 3 10 AL Anode 5 300 100
7 3 150 SUS Cathode 15 300 100
8 3 150 SUS Anode 5 100 500

PR S5EE LT, TOVATLADOEARABKETHLUHIXIIANTTHLIEBIEELEMITH D
MRR DO PBIEA /A Rk > TELT HESWE SN LT+ 5. SN EEDEH 1T LY
KD ENTEDL., FRMHAXOH T OELED EEG WA EE CHMT 5. EEORHIX
XQQEVRDDBZENTE S,

BZ
SN ration = 10log <;>

(1)
Sensitivity S = 10log B
(2)
ZEL, BIIEBROBEETHY, o 1T/ A AR TOMREEZRTEESIHTHD.
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